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Mark Schoneman
SUMMARY
	
	· [image: ]Over 30 years in IT Technology with the last 18 years in network security, focusing mostly on Identity and Access Management, User provisioning and access control
· Sun Identity Manager, Oracle Identity Manager 9g/10g/11g, RSA Cleartrust, CA IndentityMinder, NetIQ, Sailpoint, OpenIDM
· Sun Access Manager, Oracle Access Manager, CA SiteMinder, Entrust Get Access, Novell Identity Manager, OpenSSO, ForgeRock, OpenAM, Oblix
· iPlanet/Sun Directory Manager, Active Directory / ADAM, Oracle Internet Directory, OVM, OpenLDAP, Novell eDirectory, Oracle Identity Directory, OpenDJ, Radiant Logic, RADIUS
· Sun Role Manager (formally Vaau), Oracle Role Manager, BridgeStream SmartRoles, Oracle Identity Analytics
· Java / J2EE Sun Application Server, WebSphere, JBoss, Tomcat, Oracle Application Server, Oracle (BEA) Weblogic and Plumtree
· Oracle / SUN Certified IDMgr Integrator and Solution Architect
· Programmed cryptographic applications utilizing OpenSSL, MSCAPI, RSA BSafe / JSafe API’s
· Managed and deployed HSMs (nCipher) in Windows 2003 server environments
· Working knowledge of PKCS, SAML, FIPS standards
· Extensive experience with cryptographic technology i.e. X.509, ASN.1 IPSec, SSL/TLS, SAML, Kerberos, digital certificates, certificate authorities, and smartcards, RSA/SecurID
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	MMC Consulting                                                                                                           August 1992 – Present
IdM Security Consultant/Architect

[bookmark: _GoBack]Harvard University Cambridge MA                                                                                     4/2011-Present
SSO and Identity Management technical lead for Harvard’s Employee/Student/Faculty IDM Environment.

SAIC/Marathon Findlay OH/Houston TX                                                                              4/2011-8/2012                     
SSO and Identity Management technical lead for Marathon’s User Provisioning IDM Environment. 

Deloitte/Amtrak Washington DC                                                                                     4/2010-3/2011                     
SSO and Identity Management technical lead for Amtrak’s Inter/Intranet Portal IDM Environment. 

Accomplishments: 
1. Designed and implemented access request forms/workflows, requirements and use cases.
1. Determining Federation, Access Management and user provisioning strategies.
1. Created custom Forms/workflows involving SAP, Microsoft SQL Server, LDAP, Active Directory, JDBC Lotus, Database tables, Remedy and scripted resource adapters.
1. Developed and deployed custom connectors for Google and Postini applications and email
Environment: Utilizing OpenSSO, and Oracle Identity Management suite to provide Federation and Access Management strategies for vendors, employees and customers. WebSphere application and portal servers, Oracle Access and Identity Manager, Sun J2EE Directory Servers, JAVA/J2EE, XPRESS, Kerberos. Technical lead on the upgrade and feature enhancement of existing IDM implementation. SME for the Business and User communities in determining next steps and future direction of their IDM


Mayo Clinic Rochester, MN                                                                                                  7/2009-4/2010                     
SSO and Identity Management technical lead for Mayo’s Patient Portal. 
Accomplishments: 
1. Developing requirements and use cases, and user provisioning strategies. 
1. Designed and implemented access request forms/workflows. 
1. Determining Federation, Access Management and provisioning strategies.
Environment: Utilizing OpenSSO, and SUN Identity Management suite to provide Federation and Access Management strategies for patients, employees and healthcare providers. WebSphere application and portal servers, Tivoli Web Seal and Access Manager, Oracle Access and Identity Manager, Novell eDirectory, JAVA/J2EE, XPRESS, Spring, Hibernate,.NET, Perl, C/C++, Axis, Kerberos, Remedy

SUN/TransCanada Pipeline, Calgary AB                                                                               5/2008-6/2009                     
Technical lead for TransCanada’s User Provisioning project
Accomplishments: 
· Developing requirements and use cases, and user provisioning strategies. 
· Designed and implemented access request forms/workflows. 
· Determining Access Management and provisioning strategies.
· Instruct Client staff on IDM best practices
· Created custom Forms/workflows involving SAP, Oracle, Microsoft SQL Server, Sybase, LDAP, Active Directory, CA Siteminder, and Remedy resource adapters
Environment: Sun’s Identity Management products (Sun Identity Manager and Sun Access Manager). Forms/workflows created involving SAP (R3), Oracle, Microsoft SQL Server, Sybase, LDAP, Active Directory, CA Siteminder, and Remedy resources. JAVA/J2EE, XPRESS, Spring, Hibernate,.NET, Perl, C/C++, Axis, Kerberos

SUN/Marathon Oil, Houston, TX                                                                                      5/2007- 3/2008                           
Project lead for Marathon’s User Provisioning initiative 
Accomplishments: 
· Developing requirements and use cases, and user provisioning strategies. 
· Designed and implemented access request forms/workflows. 
· Determining Access Management and provisioning strategies.
· Created custom Forms/workflows involving SAP, Oracle, Microsoft SQL Server, Top Secret, LDAP, Active Directory, and Remedy resource adapters and connectors.
Environment: Sun’s Identity Management products (Sun Identity Manager and Sun Access Manager). Provisioning strategies utilizing Role Base Access Control (RBAC) for compliance with Sarbanes-Oxley. JAVA/J2EE, XPRESS  XML, Spring, Hibernate,.NET, Perl, C/C++, Axis, Kerberos

Sabre Airline Holdings, Dallas TX                                                                                   3/2008 – 4/2008
 IDM Architect/Developer                   
Accomplishments: 
· Designed and implemented End User Self Registration Interface. 
· Designed and implemented Delegated Administration Interface. 
Environment: Sun’s Identity Management products (Sun Identity Manager SPE and Sun Directory Server Manager). JAVA/J2EE, XPRESS, XML,XHTML,XSL


                                                                                       
UnitedHeathCare                                                                                                            11/2004 – 5/2007 
IDM Technical Architect UHC’s User Provisioning project
Accomplishments:
· Developed requirements and use cases, 
· Determining Access Management and provisioning strategies.
· DIT and schema design
· Migration tools and user provisioning strategies.
· Designed and implemented Identity Management and Single Sign-On solutions utilizing Sun’s Identity Manager and Access Server, Ping Federation Server, and SAML  
1. Designed and implemented access request forms/workflows. 
Environment:  Active Directory, Sun One Directory servers and Identity Management products (Sun Identity Manager, Sun Access Manager, and CA’s eTrust, Oracle Access and Identity Manager.  Cross division federation utilizing Ping’s federation solution. Compliance with Sarbanes-Oxley and HIPAA requirements. JAVA/J2EE, XPRESS, Spring, Hibernate,.NET, Perl, C/C++, Axis, WSDL, XML, Kerberos

Datakey, Burnsville, MN                                                                                                          3/2005 –9/2005  
Senior Security Engineer
Accomplishments: 
· Converted company’s Windows based smartcard solution to UNIX (Solaris, Linux, and MacOS) 
· Integrated the UNIX solution with the company’s CMS (Card Management System) 
Environment: Entrust, RSA and Microsoft Certificate Authorities. LDAP and Active Directory, Microsoft’s Cryptographic interface and Certificate Services, ADSI, and OpenSSL, JAVA/J2EE, C/C++, XML

Pearson Vue, Bloomington, MN                                                                                       9/2004 –12/2004  
Senior Security Engineer
Accomplishments: 
· Developed an in-house PKI solution. 
· Developed a “self-service” Registration Authority 
· Installed and maintained Certificate Authorities on  Windows 2003 utilizing nCipher’s HSM (Hardware Security Module)
Environment: Microsoft Certificate Authority and Active Directory, Microsoft’s Cryptographic interface and Certificate Services, C/C++, Visual Basic, DCOM, ADSI, and OpenSSL

TORO Corporation, Bloomington MN                                                                              2/2003 –11/2005 
Application Security Architect 
Accomplishments: 
· Designed and implemented a security infrastructure to provide a secure single sign-on solution for TORO’s extranet utilizing SAML.
· Designed and implemented access request forms/workflows.
· Determining Access Management and provisioning strategies.
Environment: Entrust GetAccess, Oracle Access and Identity Manager, CA, Lighthouse Waveset, Microsoft’s AD, ADSI, Novell’s eDirectory and DirXML, BEA, IBM application and Plumtree portal servers. JAVA/J2EE, XML, C/C++, Perl, XPRESS


Jostens, Bloomington, MN                                                                                                   2/2005 –12/2005
Directory Services Consultant 
Accomplishments:
· Migrated the existing Windows NT Domain Controllers to Microsoft Active Directory 2003. 
· Integrate Active Directory, for internal user, with Oracle’s Internet Directory Server for external user
· Developed custom OID and Oracle Access and Identity Manager plug-ins. 
· Investigated the use of Meta and Virtual Directory technologies for user policy control and provisioning. 
· Developed and implemented a PeopleSoft to AD interface for automating user provisioning.

Deluxe Corporation, Shoreview, MN                                                                                  12/2001 –2/2003 
Senior Security Architect 
Accomplishments: 
· Designed and implemented iPlanet, Microsoft Active Directory and digital certificates services 
· Provided a secure single sign-on solution for Deluxe’s on-line product offerings and services to over 70,000 financial institutions.
· Implemented federated services with one of the nation’s largest banks utilizing SAML and Sun Access Manager 
Environment: Sun Certificate, Directory, Application and Access Manager Servers, IBM WebSphere, BEA WebLogic, and iPlanet web and application servers utilizing Java, C/C++, XPRESS, Perl, .NET, Oracle, SAML and MQ series

Sprint, Kansas City, MO                                                                                                     9/1998 –12/2001 
Project Architect 
Accomplishments:
· Technical Lead for a 12 member developer team 
· Developed a detailed design and implementation of an in-house PKI. System provided secure authentication and authorization for internal and external users as well as providing network security.
· Senior Architect for the deployment of IPSec, for the ION project. 
· Worked with vendors (i.e. Cisco, Nokia) to determine product requirements. 
· Assisted in the development of the IPSec code for an internally developed CPE device.
· System Designer for the deployment of the LDAP and Meta-Directory infrastructure for Sprint ION 
· Evaluated and deployed directory services products for both customer and network element profile and policy information.
· Developed and defined new object classes
· Part of the team that performed vendor  evaluation and selection
· Integrated with the existing Sprint directory schemas and Directory Information Tree.
· Setting project milestones and timelines with other Sprint teams and outside vendors.
· Worked with the Web Services SSO developers to integrate the project’s directory services 
· Member the One Sprint Application Security Architecture team. This involved developing an enterprise security infrastructure and architecture for 
· Corporate wide directory services, user and application security applications.
Environment: PKI utilizing CORBA, J2EE/JAVA, C/C++, iPlanet, Siemens DirX, Microsoft’s Active Directory, Netegrity SiteMinder, Oblix Access and Identity Manager, and Entrust GetAccess products on the BEA WebLogic and iPlanet web servers.



	
	Secure Computing Corporation, Roseville, MN                                                                  1992 – 1998 
Senior Security Engineer
Accomplishments: 
· Designed and developed Inter/Intranet security systems and state of the art Network security systems 
· Programmed both operating system and TCP/IP network protocol internals
· Original member of the team that designed and developed Secure’s patented Sidewinder firewall
· Network security and vulnerability assessments for both government and commercial customers
Environment: NT, UNIX, IBM, and VMS platforms, PKI and Directory Services technologies i.e. X509, ASN.1, and LDAP (iPlanet, OpenLDAP). 


 
Prior Work Experience Available Upon Request

EDUCATION: Rockhurst College Kansas City, MO


60 Norman Ridge Dr.
Bloomington, MN 55437 - Phone: 612.308.1201
mes@mmlc.com
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